
Privacy and Cybersecurity Fundamentals 
for Teens, Adults, and Seniors

Presented by Professor Jon Garon



Overview and Objectives
 Explain privacy
 Secure information
 Reduce the risk of theft



Professor Jon M. Garon 3

Overview and Objectives
• In the modern age, there is little separation between our personal lives and our online presence. 

• We play games online, socialize with friends and family on social media, stream shows, shop, take 
classes, pray, and even consult with our physicians all using online services. 

• We store our most important documents in the cloud, bank online, and file our taxes remotely. 

• This program will provide an overview of the privacy and security used to protect us in our daily 
lives. 

• It will then highlight the steps and safeguards that all teens, adults, and seniors should take to 
protect their privacy, secure their information, and reduce the risk of theft, scams, and online 
losses using common-sense approaches to safeguard their online activities. 
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What is Privacy?

• Right to be let alone – Protected as a Human Right
• Those communications shared with priest, lawyer or doctor only
• Freedom from government intrusion 

• If there is an expectation of privacy; a zone of autonomy
• Minimal (or maximal) standards before the government can obtain my 

information and records
• Expectation that my actions are anonymous (e.g., not disclosed to 

anyone other than the recipient) unless I choose to expose myself
• Trade secrets of ordinary life
• Library records
• Video rental records
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Informational or Decisional Privacy

• Information privacy concerns the collection, use, and disclosure of 
personal information. 

• Decisional privacy concerns the freedom to make decisions about 
one’s body and family. 

• Decisional privacy involves matters such as contraception, procreation, 
abortion, and child rearing, and is at the center of a series of Supreme 
Court cases often referred to as “substantive due process” or “the 
constitutional right to privacy.” 

• But information privacy increasingly incorporates elements of 
decisional privacy as the use of data both expands and limits 
individual autonomy.
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What is Security – Cybersecurity or Data Security

• Protection in my home and 
devices from unauthorized 
intrusion 

• Protection of my home, 
devices, and activities from 
government intrusion

• Limitations on information used 
against me – both my own 
information and information 
collected through surveillance 
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What is Security – Cybersecurity or Information Security?

• Protection in my home and devices from unauthorized intrusion 
• By hackers and thieves
• By fraudsters, phishers, and con artists

• Protection of my home from government intrusion

• Limitations on my information when used against me
• By my employer
• By my insurer and health providers
• By the government when I cross the border, file my taxes, report a crime or 

other repurposing of information as well as by government purchase of 
commercial private data
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How Do Privacy, Cybersecurity, and Information Security Relate
• Privacy only covers the information 

we have and share. 

• Cybersecurity is a legal duty, limited 
by the scope of those laws.

• Information Security focuses on 
the consequences of information 
however derived.
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How Do Privacy and Cybersecurity Relate

• Privacy establishes the boundaries of what information can be shared and what 
information must be restricted in its collection, use, and redistribution, protecting by 
the unauthorized use by an entity that has the right to the information. Privacy only 
covers the information we have and we share. 

• Cybersecurity establishes the requirements to assure that the data acquired by a 
governmental office or private organization be protected from the threat of theft and 
unauthorized use, destruction, or tampering. Cybersecurity is a legal duty, limited by 
the scope of those laws.

• Information Security protects against the unauthorized exploitation of the inferences 
that can be generated – our behaviors, patterns, predispositions and other 
information that can be attributed to individuals from the public information we 
readily shed every day. It focuses on the consequences of information however 
derived.
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Information Security at Risk:
Infant DNA Repurposed to Investigate Unrelated Crime
• Nearly every baby born in the U.S. has blood drawn in the immediate hours after their birth, 

allowing the baby to be tested for a panel of potentially life-threatening inherited disorders. This is 
a vital public health program, enabling early treatment of newborns with genetic disorders; for 
them, it can be the difference between a healthy life and an early death. But recent news suggests 
that police are seeking access to these newborn blood samples in criminal investigations. Such use 
of this trove of genetic material — to hunt for evidence that could implicate a child’s relative in a 
crime — endangers public trust in this vital health program and threatens all Americans’ right to 
genetic privacy.

• A public records lawsuit filed in New Jersey this month details how police subpoenaed a newborn 
blood sample to investigate a 1996 cold case. While law enforcement’s desire to use these blood 
samples in criminal investigations was always a possibility — and one the ACLU has opposed —
the increasing use of Investigative Genetic Genealogy (IGG) has only increased the government’s 
interest in easy access to people’s DNA. While few have heard of IGG, many have heard of its 
application to cold cases: One high-profile example is the 2018 identification of the Golden State 
Killer as former police officer Joseph James DeAngelo Jr. In IGG, DNA is isolated from a sample left 
at a crime scene and a rich genetic profile is created and uploaded to a genealogy website in order 
to map out family trees. In just four years since IGG first became public, its documented use by 
police has rapidly grown to nearly 200 investigations.
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Information Security at Risk:
Police Departments Use Broad Warrant and Purchased Data

• One Example: Virginia Mercury Newspaper 
reports that its public records requests 
submitted to a sampling of 18 police 
departments around the state found officers 
used the technique to conduct more than 
7,000 days worth of surveillance in 2020. 

• Court records show the tracking efforts 
spanned cases ranging from high-profile 
murders to minor larcenies.

• A 2015 state law authorizes the surveillance 
with a search warrant. 

• Officers must attest by affidavit that they have 
probable cause that the tracking data is 
“relevant to a crime that is or has been 
committed.”

• Warrants are limited by law to 30 days but are 
often renewed monthly by a judge.
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Information Security at Risk:
Government is Purchasing Data to Avoid Warrant Requirements
• Federal agencies repeatedly skip getting permission to collect data themselves and instead 

purchase it from data brokers — essentially, a loophole, said panelist Bob Goodlatte, senior policy 
adviser for the nonpartisan advocacy group Project for Privacy and Surveillance Accountability.

• “Agencies ranging from the Defense Intelligence Agency to the IRS to, likely, the FBI and CIA as 
well, are buying the personal data of millions of Americans they would otherwise have to get a 
warrant to obtain,” said Goodlatte.

Brokers sell vast data compilations that may include details like job histories, home addresses, 
voting records and more, and data broker LexisNexis alone contracts with more than 1,300 state 
and local law enforcement agencies, said Sarah Lamdan, law professor at The City University of 
New York School of Law.

Such practices can open the door to privacy invasions and wrongful arrests.

• Rep. Jamie Raskin (D-MD) summarized calls to ban law enforcement from making such purchases: 
“This is essentially the meta technological equivalent of saying that, if the government can't enter 
your home without a search warrant, they can't pay somebody who breaks into your home or 
otherwise gains access through some kind of duplicity [like] saying that they're a carpenter.” 
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 The Fourth Amendment jurisprudence provides that a “search occurs 
when the government violates a subjective expectation of privacy that 
society recognizes as reasonable” while a “search does not occur … 
unless the individual manifested a subjective expectation of privacy in the 
object of the challenged search, and society is willing to recognize that 
expectation as reasonable.” 

 This leads to a two-part inquiry of  whether there is an 
actual, subjective expectation of privacy and 

 “whether the individual’s subjective expectation of 
privacy is “one that society is prepared to recognize as 
‘reasonable.’” 

 Kyllo v. United States, 533 U.S. 27, 33 (2001)

 Fourth Amendment protections do not apply to information voluntarily 
shared with third parties, including all social media, most phone apps

 Some laws protect certain types of information but limited in scope.

Constitutional and Statutory Protections

Using high technology to detect heat 
coming from the premises is an 
invasion of that privacy and cannot be 
used to obtain a search warrant.
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Constitutional and statutory protections

• Technology cases have held 
• Cell Phones – in 2014 cell phone data were granted protection from warrantless searches. See Riley v. 

California, 573 U.S. 373 (2014)
• Cell Phone Tracking - in 2018 cell phone cell-site location information (CSLI) was granted protection 

from warrantless searches. See Carpenter v. United States, 138 S. Ct. 2206 (2018)
• Phone booths - placing a listening device in a closed telephone booth violated the reasonable 

expectation of privacy, while information about the telephone numbers called from a personal phone 
did not

• E-mails is posted to third party recipients and does not receive constitutional protection, though some 
statutory protection

• Telecom records and activities require warrants to view
• Pen registers - no reasonable expectation of privacy in information – the logs of phone numbers called 

– because that information was provided freely to the telephone company
• Social media and other websites - no reasonable expectation of privacy in information – the logs of 

phone numbers called – because that information was provided freely to the telephone company
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Available Data can be used by Almost Anyone

• FTC Sues Kochava for Selling Data that Tracks 
People at Reproductive Health Clinics, Places 
of Worship, and Other Sensitive Locations

• Kochava’s geolocation data from hundreds of 
millions of mobile devices can be used to 
trace an individual’s movements

• Almost no restrictions on who can purchase, 
including government, stalkers, or marketers

• Private home movement both day and 
night

• Reproductive health clinics
• Places of worship
• Homeless and domestic violence shelters
• Addiction recovery centers
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Who Collects Information; Who Creates Inferences

•Government: Police, FBI, NSA, DHS, IRS and More
•Private: Employers, Credit Companies, Insurance 
Companies, Business

•Criminals – in need of information for phishing 
attacks, access to credentials, location data, and more

•Friends and Family – along with stalkers and scam 
artists – using self-disclosed data and data disclosed 
by friends and family
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Who Collects Information; Who Creates Inferences
• Government

• Federal government 
• Law enforcement (including Office of Child Support)
• NSA for terrorism
• Travel - use by US State Department; use by external agencies including Department of Homeland 

Security (DHS), Customs and Border Protection, Department of Defense Intelligence and Security 
Command, Federal Bureau of Investigation, DHS Terrorist Screening Center, US Citizenship and 
Immigration Services, and others

• State government law enforcement; state government health data bases and record keeping
• Private

• Employers
• Credit companies
• Insurance Companies
• Commercial enterprises – both Retailers and Wholesalers (at industry level)

• Criminals – in need of information for phishing attacks, access to credentials, location data, and more
• Friends and Family – along with stalkers and scam artists – using self-disclosed data and data disclosed by 

friends and family
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Employer Monitoring is also on the Rise

• The amount of data that organizations gathered on their employees grew 
exponentially during the pandemic. Whether employers collected information on 
workers' personal health and safety, harvested productivity data from remote 
monitoring tools, or identified how employees collaborate on internal networks, they 
likely know more now than they ever have about their workforces.

• Some experts believe this expanded data collection presents a growing problem, 
because many companies aren't transparent enough with their workers about why 
and how such data is gathered or haven't taken the right steps to ensure sensitive 
information is kept safe.

• "Companies need to create end-to-end processes that ensure their decisions around 
collecting and using data are ethical and transparent," said Chantal Steen, global 
director of HR advisory services for research and consulting firm Gartner. 

• "Very few employees trust their organizations to use data collected about them in the 
right ways. And that lack of trust and transparency can harm employee performance."
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Online Threats from Stalking, Bullying, and Scams are also Rising

Teens
• Cyberbullying impacts over a third 

of minors and over half of LGBTQ+ 
minors

• Sextortion expanded dramatically 
in 2020 and continues to grow

• Minors are also subject to many of 
the same scams as adults

• Shared devices create computer 
insecurity for everyone

Seniors
• 25% of all scams perpetrated against seniors
• In 2021, there were 92,371 older victims of fraud resulting in 

$1.7 billion in losses. 
• This was a 74% increase in losses compared to 2020.
• Confidence fraud accounts for half

• Cons that play on victims’ emotions and affections, primarily via 
romance scams 

• These include grandparent scams, were the costliest cons for older 
adults, 

• Tech support scams — in which crooks posing as IT pros have 
seen the most explosive growth 

• Crypto scams impacting seniors (and everyone)
• Be safe at home—According to the National Council on Aging 

(NCOA), more than 90% of all elder abuse, including financial 
abuse, happens at the hands of seniors’ family members. 

• Adult children and grandchildren, have drained joint bank accounts 
and stolen assets from their senior relatives. 
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Scams are getting more successful!
Covid? Success? New Techniques? Why the Rise?
• Losses due to phishing, fraudulent 

websites, and other techniques are 
getting much more money

• More time is spent online and less 
time away from technology

• Scammers are learning to spell 

• Scamming and other criminal activity 
now sold as a service to criminals
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Internet Crime Statistics Involving 60+ Adults



Professor Jon M. Garon 23

Internet Crime Statistics Involving 60+ Adults
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Facts about Teen Cyberbullying from DoSomething.org 
• 95% of teens in the U.S. are online
• 60% of young people have witnessed online 

bullying. Most do not intervene.
• About 37% of young people between the ages 

of 12 and 17 have been bullied online. 
• 30% have been bullied more than once.
• 23% of students reported that they’ve said or 

done something mean or cruel to another 
person online. 

• About half of LGBTQ+ students experience 
online harassment -- a rate higher than 
average. 

• Young people who experience cyberbullying 
are at a greater risk than those who don’t for 
both self-harm and suicidal behaviors.

• Girls are more likely than boys to be both 
victims and perpetrators of cyber bullying. 
15% of teen girls have been the target of at 
least four different kinds of abusive online 
behaviors, compared with 6% of boys.

• Instagram is the social media site where 
most young people report experiencing 
cyberbullying, with 42% of those surveyed 
experiencing harassment on the platform.

• 83% of young people believe social media 
companies should be doing more to tackle 
cyberbullying on their platforms.

• 10% of teen victims will inform a parent or 
trusted adult of their abuse.
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Child and Teen Exploitation Data Shows Alarming Rise
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Managing a Minor’s Experience 
Online and Offline
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Managing a Minor’s Experience Online and Offline
• Good digital management is much more than cybersecurity
• Start with health and wellness 

• Screen-time control
• Bedtime and homework routines that limit and manage access
• Parental review of sites for content and contacts – start this early

• Teens need all the same techniques as adults and seniors on password, 
authentication, and other protection management

• Trust is essential—and is not limited to online activities
• Teaching good digital hygiene also requires not being a hypocrite, so parents 

must adhere to reasonable limits as well.
• If there are no screens at dinner, this applies to all family members
• Game night is one of the most important community building activities for any family
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Basic Advice for Online and Offline Protection

• Use Strong Pass Phrases and a 
Password Manager; Each account 
has own password

• Look for Encryption on Websites
• Be sure Microsoft or Apple 

Antivirus Software is working or 
buy an additional product

• Turn on Web Browser Blacklisting
• Limit Cookies on Your Web Browser 
• Enable two-factor authentication 

on devices and accounts 

• Register phone number with do not call 
registry

• Screen calls from all unknown callers via 
voice mail

• Freeze Credit at  Experian, Equifax, and 
TransUnion

• Get annual credit report from each of  
Experian, Equifax, and TransUnion 

• Collect actual mail every day
• Check credit card and bank statements 

each month
• Opt out of prescreened credit cards at 

optoutprescreen.com 
• Password-Protect Your Wireless Router
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Look for Encrypted Websites Only
• In HTTP, the information shared over a website 

may be intercepted, or sniffed, by any bad actor 
snooping on the network. 

• This is especially risky if a user is accessing the 
website over an unsecured network, such as 
public Wi-Fi. Since all HTTP communications 
happen in plaintext, they are highly vulnerable 
to on-path MitM attacks.

• HTTPS ensures that all communications 
between the user's web browser and a website 
are completely encrypted. 

Even if cybercriminals intercept the traffic, what they receive looks like garbled data. This 
data can be converted to a readable form only with the corresponding decryption tool --
that is, the private key held at the proper website.
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Avoid Phishing Scams
• Turn on email spam filter
• Auto-update all device software
• Back-up data on all devices to an external 

device or cloud
• Don’t click on email or text links; navigate to 

site using normal log-in
• If you don’t recognize the account, it is a 

scam
• Don’t open attachments unless you expected 

the attachment from someone

• Report phishing to the Anti-Phishing Working Group at reportphishing@apwg.org.
• Report a phishing text message by forwarding it to SPAM (7726).
• Report the phishing attempt to the FTC at ReportFraud.ftc.gov.
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Protection Everyone Online: Don’t Click Online Links

More Scams
• Government Imposters
• Malware
• Lottery Sweepstakes
• Counterfeit Prescription 

Drugs
• Fake Anti-Aging Product 

(meaning all of them)
• Sweetheart scams
• Fake Credit Card 

Advances
• Employment Scams

• Don’t buy anything from solicitors over the phone.
• Question Companies’ Claims and Motives
• If it sounds too good to be true, it probably is. 

• Your grandchildren are not in jail; No one ever needs to be paid 
in gift cards.

• Never share personal or financial information over the phone.
• If you receive a surprise notice from your bank or credit card 

company, go to the site from your browser. Never click the link 
in the email. In doubt, don’t click the link!

• Get on the “Do Not Call” list.
• Monitor your credit card and bank accounts. 
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FBI Guidance on Scams and Sextortion for Teens and Seniors

• Taking, sending or receiving a sexy image of a person under 18 can be illegal in some States – even if it’s of yourself!
• If you or the other person is under 18 you could end up in trouble with the law as it can be treated as child pornography, 

even for the person who took a selfie.
• When you send a nude photo of yourself to someone, what happens to it and where it goes next is often out of your 

control.
• Be selective about what you share online. If your social media accounts are open to everyone, a predator may be able to 

figure out a lot of information about you.
• Be wary of anyone you encounter for the first time online. Block or ignore messages and calls from strangers.
• Be aware that people can pretend to be anything or anyone online. Videos and photos are not proof that people are who 

they claim to be. Images can be altered or stolen. In some cases, predators have even taken over the social media 
accounts of their victims.

• Be suspicious if you meet someone on one game or app and this person asks you to start talking on a different platform.
• Any content you create online—whether it is a text message, photo, or video —can be made public. And nothing actually 

"disappears" online. Once you send something, you don’t have any control over where it goes next. Relationships turn 
sour and private becomes public quickly.

• Be willing to ask for help. If you are getting messages or requests online that don’t seem right, block the sender, report 
the behavior to the site administrator, or go to an adult. 

• If you have been victimized online, get help. Don’t let embarrassment be a weapon against you!
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Basic Guidelines for Online Safe Activity for Kids

• Follow the family rules and those set by the Internet service provider.
• Never post or trade personal pictures that are revealing or 

embarrassing.
• Never reveal personal information, such as address, phone number, 

work location, etc. Don’t tell strangers where you go to school.
• Use only a screen name and don't share passwords (other than with 

parents).
• Never agree to get together in person with anyone met online without 

parent approval and/or supervision.
• Never respond to a threatening email, message, post, or text.
• Always tell a parent or other trusted adult about any communication or 

conversation that was scary or hurtful.
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Parents Monitoring of Games and Activities

• Know what games your kids are playing
• Pay attention to suggested age ranges and the personality of your own 

children
• Be sure personal profiles do not reveal personal information
• Monitor interactions with others—remember that users can switch to 

Discord, WhatApp, or other social media to connect even if COPPA 
protocols would limit what happens in the game

• Keep updating parental privacy settings
• Check logs and history—be as technically as smart as your fifth grader
• Watch for warning signs, including changes in speech, behavior, 

moodiness, etc.
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Employees Must Set Collective Expectations – or Join Unions

1. Create a clearly defined process that determines who the talent analytics team will partner with on projects. 
2. Embed an ethical framework in decision-making.
3. Craft a two-way dialogue with employees.
4. Create a data bill of rights or ethical practices policy:
• The Right to Purpose. Employees should have the right to expect employers will have a legitimate purpose for using 

data collected about them. "Employee health certifications around COVID-19 shouldn't be used for benefits 
determination, for example. [They should be used] only to ensure people are healthy when they return to the 
workplace," Joyce said. 

• The Right to Minimization. Employees should have a right to expect their employers will only collect the minimum 
amount of data needed to meet the intended purpose.

• The Right to Fairness. This is the right for employees to know their data will be used fairly. Here, organizations should 
consider potential second- and third-order effects from data gathering, Joyce said. Take productivity monitoring of 
remote workers, for example. Such data might also be used for things like recognizing people for above-and-beyond 
contributions, which could incentivize burnout, she said.

• The Right to Awareness. Joyce said this is the crux of creating a good data partnership with employees. "Workers 
should have the right to know what types of collected data are being used for what purposes and any changes made to 
that," she said.

• Dave Zielinski is a freelance business writer and editor in Minneapolis.
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Privacy and Cybersecurity Fundamental 
for Teens, Adults, and Seniors

Presented by Professor Jon Garon

Thank you and Questions


